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Introduction - Background, history, definitions, and objectives 

Situational Awareness - Challenges

Threat vectors - Chem.-Bio, Nuclear, IED, Syn-Bio, Dual-
use…

Cyber - lack of effective enforcement and oversight at 
secure facilities offer entry/access points, leading to a 
potential Cyber 9/11 scenario.

Accurate intelligence, surveillance, preparedness and 
interdiction of such combative postures using S&T to remain 
aware, alert and proactive

Risk Assessment & Management 

Opportunities - DOTMLPF-P

Conclusion and Path forward
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NATO – SMART DEFENSE

In these times of austerity, each euro, dollar or pound sterling
counts. Smart defence is a new way of thinking about generating
the modern defence capabilities the Alliance needs for the coming
decade and beyond. It is a renewed culture of cooperation that
encourages Allies to cooperate in developing, acquiring and
maintaining military capabilities to undertake the Alliance’s
essential core tasks agreed in the new NATO strategic concept.
That means pooling and sharing capabilities, setting priorities and
coordinating efforts better. Prioritization, Specialization, and
Cooperation.

Including

Technological Superiority – to pre-empt, thwart , counter, respond,
using the latest innovations that occur at the intersection of
multiple disciplines in science and technology
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Grand Challenges-Top Global Concerns

Defense Planning

• Detection, Identification and Monitoring

• Warning and Reporting

• Physical protection

• Hazard management

• Medical countermeasures and support

• Intelligence assessment

• Force preparation

• Risk management

• Flexibility, integration and coordination

• Sustainability

Defense 
PLANNING

COMPONENTS

PRINCIPLES

Cyber Attacks: computer-to-computer attack that undermines 
the confidentiality, integrity, or availability of a computer or 
information resident on it

CYBERTERROR: The deliberate destruction, disruption or 
distortion of digital data or information flows with
widespread effect for political, religious or ideological 
reasons.

CYBER-UTILIZATION: The use of on-line networks or data by 
terrorist organizations for supportive purposes.

CYBERCRIME: The deliberate misuse of digital data or 
information flows – currently being codified (Tallinn Manual)

DEFINITIONS



7/9/2015

2

Unconventional Warfare

Central Intelligence Agency - 2002

• Possibility of cyber warfare attack by terrorists

• Potential targets: Critical infrastructure systems 

• Terrorist groups including al-Qa'ida and Hizballah
becoming more adept at using the Internet and 
computer technologies

• Groups most likely to conduct such operations 
include al-Qa'ida and other extremists

Unconventional Warfare
• Osama bin Laden

– "hundreds of young men had pledged to him that 
they were ready to die and that hundreds of 
Muslim scientists were with him and who would 
use their knowledge in chemistry, biology and (sic) 
ranging from computers to electronics against the 
infidels.”

• Mapping US vulnerabilities

Compound Attacks

• Employ some or all of aforementioned cyber 
attacks

• Possibly combined with conventional (physical) 
terror attack

• Consequences include devastating disruption in 
communication and commerce

Potential Cyber Attacks

• Unauthorized Intrusions

• Defacements

• Domain Name Server Attacks

• Distributed Denial of Service Attacks

• Computer Worms

• Routing Operations

• Critical Infrastructures

• Compound Attacks

Out-of-the-box Linux PC hooked to Internet, not announced:

[30 seconds] First service probes/scans detected

[1 hour] First compromise attempts detected

[12 hours] PC fully compromised:

• Administrative access obtained

• Event logging selectively disabled

• System software modified to suit intruder

• Attack software installed

• PC actively probing for new hosts to intrude

Clear the disk and try again!

CYBER THREAT – AN EXAMPLE Cyber Capabilities: Latest Developments
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Al-Qaeda Operational Objectives

• Attack America’s human capital, economic 
centers of gravity, cultural icons and 
symbols of power in audacious, 
unexpected and even bizarre manners 

• Redirect the energies of the complex, 
networked, tightly coupled capitalist 
society against itself.

• Use the news media, the Internet and 
mass media information systems to collect 
intelligence, disseminate propaganda and 
build support for a global struggle against 
America.

Unconventional Warfare: Analysis

• Both the terrorist groups and government sources 
indicate that cyber attacks are inevitable

• Technically advanced operatives are recruited

• Technologies are broadly available

• Vulnerabilities are known

• Compound / blended attacks likely

Simple Unstructured: Individuals or groups 

working with little structure, forethought or 

preparation

Advanced Structured: Groups working with some 

structure, but little forethought or preparation

Complex Coordinated: Groups working with 

advance preparation with specific targets and 

objectives.

Sophistication of Cybercrime Attack Sophistication vs. Intruder Technical Knowledge

Vulnerability Exploit Cycle Bitcoin
the digital 
currency

18

Federal authorities have shut down what they called the “most sophisticated and extensive 
criminal marketplace on the Internet today,” an underground operation responsible for 
distributing illegal drugs and other black market goods and services. The site’s alleged owner, 
Ross William Ulbricht, was arrested and $3.6 million in anonymous digital currency known as 
Bitcoins was seized. The site, which did about $1.2 billion in sales, was taken over by federal 
authorities, according to court documents unsealed Wednesday in the Southern District of 
New York. Ulbricht was alleged to operate a website responsible for distributing hundreds of 
kilograms of illegal drugs and other illicit goods and services, including fake IDs and computer 
hacking-related services. He was indicted on charges of  drug conspiracy, computer intrusion 
offensives conspiracy, and money laundering conspiracy. Ulbricht, 29, used the aliases "Dread 
Pirate Roberts,"  "DPR," and "Silk Road" while operating the site, authorities said. He 
appeared in federal court in San Francisco on Wednesday and was scheduled to reappear 
Friday for a detention hearing. The government seized approximately 26,000 Bitcoins in the 
largest ever seizure of the online currency designed to be as anonymous as cash.
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Bitcoin vs. Hawala

Bitcoin
 Bitcoins are mathematically generated 

as the computers in this network 
execute difficult number-crunching 
tasks, a procedure known as Bitcoin
“mining”.

 No way for a central bank to issue a 
flood of new Bitcoins and devalue those 
already in circulation.

 Bitcoins (or fractions of Bitcoins known 
as satoshis) can be bought and sold in 
return for traditional currency on 
several exchanges, and can also be 
directly transferred across the internet 
from one user to another using 
appropriate software. This makes 
Bitcoin a potentially attractive currency 
in which to settle international 
transactions, without messing around 
with bank charges or exchange rates.

Hawala

Hawala (Arabic: حوالة ,meaning 
transfer), is an informal value 
transfer system based on the 
performance and honour of a 
huge network of money 
brokers, operating outside of, 
or parallel to, traditional 
banking, financial channels, 
and remittance systems.

20

Râmnicu Vâlcea has only about 120,000 residents, but among law 
enforcement experts around the world, it has a nickname: Hackerville. 
The town is full of online crooks who cruise the streets in expensive 
European cars. Transactions include – fake ID, non-existant car trading, 
credit card access, escrow payments, scenarios development, use of 
English language interpreters, ….

Thrill Seekers

• No political motives

• Seeking notoriety – bragging rights

• ‘Nuisance attacks’ using pre-fabricated tools and 
exploits

• Potential for serious 

disruptions and 

monetary damage

Other Scenarios

• Dormant websites/domains – commissioned to propagate 
adversaries agenda

• Spoofing/solicitation using proxy servers

• Fake open access academic journals/publication schemes

• Charities/asking for funds and credentials

• Water – exploitation of hydrological websites

• Tor software  - an open network that helps defend against 
traffic analysis such as network surveillance that 
threatens personal freedom and privacy, confidential 
business activities and relationships, and state security –
Wikileaks!.

Terrorist Cyber Capabilities 

What information technologies are terrorist 
groups are using?

• Propaganda

• Recruitment & Training 

• Fundraising

• Communications 

• Targeting

Terrorist Sympathizers and Anti-U.S. Hackers

• Extremist Muslim groups – known 
hacker groups (G-Force Pakistan, 
Pakistan Hackerz Club)

• Anti-Israeli groups
• Anti-capitalism and anti-

globalization movement
• Chinese hackers
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Cyber Capabilities: Propaganda

• High level use for disseminating ideology 
and building nationalistic vision

• English and Arabic web sites

• Toned down English sites often lead to 
more radical Islamist materials (ex: 
encyclopedia for the Jihad)

• Alneda.com

• Azzam.com

Propaganda: What it does – Psy-ops

• Provide news and information with a 
fundamentalist spin

• Islamic religious and military leaders tell their 
story

• Rulings on legal and religious matters

• Photos of alleged atrocities

• Links to other sympathizer sites

• Many are in Arabic-only

Cyber - Recruitment & Training

• Lengthy rationales from religious leaders on why jihad not just 
allowed, but necessary

• “Interviews with jihadi in the field, battle accounts

• Poetry glorifying acts, leaders and rationale

• Videos

Message boards

• Online forums for exchanging 

info, debate, proselytizing

• Downloadable videos of 

fighting in Chechnya, Afghanistan

, Kurdistan

• Audio and video files of UBL, 

Zawarhi, Sulaiman Abu Ghaith, … 

Cyber : Recruitment & Training

• How-to manuals:
Encyclopedia of Jihad

Bombs and Explosives

Chemicals

Kidnapping

Assassination

Poisons

IEDs

Fundraising
Somalia Internet Company

• Source of either funding or money laundering for al-Qaeda

Infocom

• Legitimate activities hiding channeling of funds?

• Dallas: Elashi brothers all indicted

• Accused of export violations (computers and peripherals to Libya, Syria)

• Accused of money laundering for Hamas

Benevolence International Foundation (BIF)

• April 2000, BIF wire transferred ~ $700K to bank accounts tied to Chechen 
mujahideen

• Indicted on Federal perjury, racketeering charges in 2002

• Prosecutors: knowingly diverted donations to terrorists including AQ

• Enaam Arnaout plead guilty to one count of racketeering conspiracy 
related to directing BIF donations to purchase clothing and equipment for 
“fighters” in Bosnia and Chechnya

Hawala and Bitcoin

Organ trading/sex trade

Cyber Comms & Security

• Bin Laden's phone number from International Maritime Satellite 873682505331

• Encryption

– Operatives are trained on up to date encryption techniques and software

– Terrorist training manuals

– Terrorist training camps

– Sept 11 use - email

– Many computers found in Afghanistan contained encrypted data

• Secure Communications

• Steganography

 Many reports in the media of the use of this technology

 Over 100 tools readily available

 The problem lies in detecting the use of the technology – and reading it

• Islamic terrorists are communicating over the internet

• Beyond email and message boards there is evidence that terrorist groups are 
using encryption to secure their communications

• Advanced data hiding and communication security tools are readily available 

and may be in use by terrorist organizations
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Cyber Targeting

Cost benefit analysis

– A terrorist studies a target’s defensive capabilities much the same 
way special operations forces target objectives. 

– Key operative in the African embassy bombings, Ali Abdelseoud
Mohamed, actually served with the U.S. Army Special Forces.

– East African embassy bombings

– “Prior to carrying out the operation, Al-Qaeda conducts 
surveillance of the target, sometimes on multiple occasions, often 
using nationals of the target they are surveilling to enter the 
location without suspicion. The results of the surveillance are 
forwarded to Al-Qaeda HQ as elaborate "ops plans" or "targeting 
packages" prepared using photographs, CADCAM (computer 
assisted design/computer assisted mapping) software, and the 
operative's notes.” 

– J.T. Caruso, Acting Assistant Director, FBI Counterterrorism Division before Senate Committee on 
Foreign Relations Subcommittee on International Operations and Terrorism, 12/18/01, 
http://www.fbi.gov/congress/congress01/caruso121801.htm 

Cyber Targeting: Capabilities 

• Computers are used to hold targeting information packages (TIP)

– Ramzi Yousef 1993 WTC bombing

– Information found on water systems

– CAD information on dams found

– SCADA evidence that al Qaeda operators spent time on sites that 
offer software and programming instructions for digital switches 
that run power, water, transport and communications grids 

SOF – UW Background

February 2011 - USSOCOM developed a working definition of 

“Special Operations Conducted Using the Cyberspace 

Domain:” The group defined it as operations conducted in 

and through Cyberspace to execute special operations.

In recent Irregular Warfare concepts, the phrase, “it 

takes a network to defeat a network”, supports the 

capability of SOFs in an UW campaign to identify both 

friendly and adversary networks.

The DoD/DoS identified need for SOFs to regain proficiency 

in UW and placed emphasis on COCOM’s arsenal of irregular 

warfare capabilities to counter the irregularly networked 

adversaries within Cyberspace.

Since Networked special operations, cyber and ISR will 

become increasingly central, the joint force must find new 

ways to combine and employ emergent capabilities such as 

cyber, special forces, and ISR, and move towards Joint 

information and simulation networks that support secure 

and agile command and control

SOF – UW Background

March 2012 - Posture Statement to the Congress Senate
Armed Services Committee. ADM McRaven, USSSOCOM -
strategic trends and challenges are producing a distinct
change of character of conflict. Insurgents, transnational
terrorists, criminal organizations, nation states and their
proxies exploit gaps in policy developed for the more
predictable world of yesterday. Increasingly these threats are
networked, adaptable, and empowered by cyberspace to find
new ways to recruit, train, finance, and operate. This led to
Seven phases of UW Cyberspace domain (CD) doctrine.

SOF – DOTMLPF-P

DOTMLPF-P - Doctrine; Organization; Training; Materiel;
Leadership & Education; Personnel; Facilities; and Policy

The USSOCOM Integrated Project Team (IPT) conducted a front-
end assessment of the current cyber status and future
requirements. The group identified seven cyberspace capabilities
required for SOF for the next 5-15 years, with 40 supporting tasks.
Of the seven capabilities, three are classified and four are
unclassified - include leveraging technology to enhance execution
of Special Operations missions; providing near real-time subject
matter expert support through Cyberspace; interaction (operate)
with Mission Partners/Partner Nations/Other Government
Organizations/Non-government Organizations, and non-state
actors within the Cyberspace Domain; and conduct Sensitive Site
Exploitation.

AR(MY)CYBERCOM Priorities

SOFs would screen and select Cyberspace operators to train 

for SOFs-specific requirements. The Army must continue to 

project growth for Cyber units, and Military Occupational 

Specialty (MOS) “Cyber-Warriors.”

ARCYBERCOM priorities are as following:

 Define Cyber personnel, training, and leader 

development requirements

 Define a Cyber Warrior Development Strategy (AC, RC, 

and DA Civilians)

 Create Cyber Programs of Instruction for Inclusion in 

all Individual Training

 Propose an Incentive Plan for HQDA to Recruit the 

required Cyber Work Force

 Propose an Incentive Plan for HQDA to Retain their 

Cyber Work Force

 Determine Knowledge, Skills, and Abilities Standards 

for Cyber Personnel
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RECOMMENDATIONS

 Current facilities for training Unconventional Warfare reside at
the the John F. Kennedy Special Warfare Center (JFKSWC) at
Fort Bragg, NC. Since services should continue to train
Cyberspace personnel to support Special Operations Forces,
most of the facility changes will be joint or service provided.
With current budget constraints, USCYBERCOM should consider
consolidation of Cyberspace training across the Department of
Defense, with possible integration with other agencies’
Cyberspace operators

 USSOCOM should establish a Cyber Capabilities Product Line
within USSOCOM’s acquisition directorate, Special Operations
Research, Development and Acquisition Center (SORDAC)
under the appropriate Program of Record; create a Capability
Development Document (CDD) for Special Operations Forces’
Cyberspace capabilities; and assign a formal Cyber lead in
SORDAC’s Science and Technology Division

Nucleation/Genesis

Convergence of Fields

39 40

Nanoantennas,  Detection/sensing, plasmonics, system integration

Human performance enhancement, Protection, Battle space, Ethics 

Nanophotonics,  Detection/sensing, nm detection, system integration

Technology Gaps
Biointerfaces – effective and robust integration of biological and 
engineered systems.
Biodetection – sensitivity and broad-spectrum sampling capabilities of 
autonomous detection systems.

• Molecular signature development and bioinformatics analyses for broad-spectrum 
threat characterization and countermeasures.

• Biotic-abiotic interface development for diagnostics, sensor design and cognitive 
augmentation.

• Systemic host bioresponse -rapid recognition/differentiation of chem.-bio threat 
exposure.

• Miniaturization of multiple analytical systems on a single platform - sensor network.

Bioforensics – physico-chemical characterization of engineered and 
emerging biothreats
Biotoxicity of Nanomaterials

Self Sustaining, self-healing, and adaptive nanomaterials
Sample in/Answer out – sensor devices and systems

Portability – light weight, autonomous, bi-directional capability
Multiplexing, parallel processing and Networking solutions
Stand-alone  (bio) Energy harvesting 42
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43

Signals Intelligence  (SIGINT): is one of the nation’s most important intelligence disciplines, it includes but is 
not limited to the interception of signals such as:
• Communications (intelligence) – COMINT among enemy forces
• Electronic Intelligence (ELINT)
• Signal Detection
Measurement and signature intelligence (MASINT) and SIGINT program manager work very closely with 
one another although disciplines are different. SIGINT is very important to the defense community as it 
enables US forces to have intercept important signals data during conflict and maintain an advantage. 
Tactical Signals Intelligence - This demonstrates the electronic Order of Battle (EOB) during conflict.  Shows 
how Signals Intel contributes to Intel collection. Indicates collection strategy, communication flow to field 
members and behind the scenes planning.
ELINT and Electronic support measures (ESM) are used in Suppression of Enemy Air Defenses (SEAD) as 
part of Electronic warfare (EW) or attack (EA).

FRRS: Frequency Resource Record System
BEI: Background Environment Information
SCS: Spectrum Certification System
EC/S: Equipment Characteristics/Space
TACDB

Joint Spectrum Center (JSC)

“Triaging Unknown Pathogen” Pipeline
-> genomics approach

???

Bacterial and viral forensics
•Conventional

•Microbial characterization:  Physical, Growth, Chromosome[s]

•Biochemical characterization:  Immunochemistry, Proteins

•“Leading-edge”

•Genomics and Bioinformatics:  genome sequencing, microarray

•Proteomics

Genomics and Bioinformatics: 

DNA sequencing at 20x

•Fragment QA/QC

•Assembly into contig[s]

•Consensus genome

•Contigs gapped genome:  100-800 contigs

•Physical Characterization

•Optical Map

•Genome closure

DNA @10g
•PCR profiling

•Microarray profiling

•Genome sequencing:  “Determining primary data”

•Physical mapping:  “Complementing primary data”

•Optical Map

•PFGE Map

IoT - Types of Imaging Sensors

Capture images of the fastest 
projectiles. Ballistic range 

camera allows images of the 
fastest projectiles to be captured 

and analyzed, providing 
exceptional image quality, 
dynamic range and optical 

sensitivity

Thermal Imaging Push broom systems

Scanning

systems

Conclusions

• Cyber attacks are escalating in volume, sophistication and 
coordination

• ‘Nuisance attacks’ will continue

• Targeted cyber attacks are possible 

– (most likely in combination with conventional terrorism 
compound attack)

• Defense mechanism: international communications, increased 
vigilance, and continued research and development of security 
measures

• 20-30 states believed to be developing cyber warfare capabilities. 
Targeted nation-states will use cyber warfare techniques. 
Professional intelligence services

• SOFs – DOTMLPF-P in conjunction with convergence of technological 
innovations are key to counter such threats

• Decision support tools and education - key

Thank you for your attention


