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Challenges for Effective Data Analysis for 
Agile Counter-Terrorism 

Notes: 
 

“agile“ =“flexible“, “mutable“ 

 

“data analysis“ => analysis of predominantly 
text-based information: intelligence reports, 
HUMINT, open source including internet 
(blogs, social media, etc.)    



What is terrorism? 

Terrorism is commonly defined as violent acts (or the 
threat of violent acts) intended to create fear (terror), 
perpetrated for an economic, religious, political, or 
ideological goal, and which deliberately target or 
disregard the safety of non-combattants (e.g.,neutral 
military personnel or civilians).  
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 The use of similar tactics by criminal 

organizations for protection rackets  or 
to enforce a code of silence is usually 
not labeled terrorism, though 
these  though these same actions may 
be labeled terrorism when done by a 
politically motivated group.  



Different organizations, goals 
different challenges 

• Domestic  
– Local agencies and laws involved 

– Local languages 

 

• Regional/international 
– Increased complexity in structure 

• Cross-border cooperation on activities 

• Multiple sets of laws, possibly conflicting 

• Language communication difficulties 

 
 



 
 
The huge volume of new natural language 
information being generated daily means that 
automatic (initial) processing of text-based 
information is increasingly vital. 
 
In particular as terrorist groups are increasingly 
using the Internet for communication, 
recruiting and other purposes. 



Text analytics for knowledge from 
unstructured documents 

• Named entity recognition 

– Persons, places, organizations, landmarks, etc. 

• Recognition of pattern-identifed entities 

– Telephone numbers, email addresses, etc. 

• Relationship extraction 

– Usually triples, can be used for logic 

• Sentiment analysis 

– Predominantly social media 
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Storing extracted information 

• Storage in databases requires preconceptions 
of what type of data is needed or expected 
– However, terrorists continually modify their behavior 

and we may not know in advance what information will 
be important 

• Much extracted information is retained as 
triples (which can avoid the restrictions of 
database requirements) 

– Unfortunately not all things can be stored as triples:    

               John gave Susan‘s book to Mary 

 



Linguistic clues of uncertainty 

 Specific content within a given statement is often 
packed with lexical elements that indicate in some 
manner the uncertainty of the content itself or that 
indicate the original source of information.  

 
– John is a terrorist. 

– The CIA have concluded that John is a terrorist. 

– I believe that John is a terrorist.  

– My neighbor thinks John is a terrorist. 

– It has been definitely disproved that John is a terrorist. 

– Unless things change, John will be a terrorist one day. 

– The CIA have concluded that John is probably a terrorist. 
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Bei Informationen aus z.B. 

BML-Meldungen und 

Datenbankeinträge werden 

die ursprünglichen 

Meldungsbewertungen 

behalten. 
Nach Aussage einer Zivilperson sind mehrere große Fahrzeuge am 

Ortsrand getarnt abgestellt.  Wahrscheinlich warten sie auf….” 

“According to a civilian source, there are 

several large vehicles  under 

camouflage cover on the outskirts of the 

village .   Presumably they are waiting 

for….” 

Even the most reliable source can provide 

speculative or hearsay information 
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Persistency of (bad) information 

Documents, once written, do not change, ergo,  
inaccurate and incorrect information does not die. 

 

These problem is particularly pertinent when using OSINT 
from the Internet, including social media because of 
cross-linking, re-tweeting etc. 

  

 When a correction or an update is done, it often only appears at the 
site of the originator of the bad information, and often appears in a 
footnote or an addendum 

  

 

 

 

 

 

 



“Human in the loop challenges“ 

• Humans do not process information identically, 
and are individually influenced by a variety of 
factors including (but not limited to): 

– Expectations 

– Emotions 

– Past experience 

– Information vividity 

– Cultural, ethical influences including ideology 
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Results of CIA 
analyst 

Sherman Kent‘s 
informal study 

of modal 
weighting by 

colleagues 



Results of CIA 
analyst 

Sherman Kent‘s 
informal study 

of modal 
weighting by 

colleagues 



Still much work remaining in this area. 
 
 
 
 

Thanks for listening. 
 

Questions? Comments? 


