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Real-time domains have deadlines by which control 

responses must be produced, or catastrophic failure may 

occur: 

     - nuclear power plant control 

     - medical monitoring 

     - aircraft control 

     - network reactive agents design 

     - speech processing 
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Specifics of Real-Time Systems (RTS) 

Timely behavior 



 Provision of proper transactions depending on not only 

their logical correctness, but also on operability in the 

required time. 

Latency makes the RT system useless. 
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Specifics of Real-Time Systems, cont 

Class of a real-time domain under discussion 

 Telephony 

Need for  

 Algorithms for scheduling tasks such that the system 

operates in a reliable time and timely fashion 



RESEARCH OBJECTIVES 

Obtain end-to-end security for real-time communication 

systems.   

Note that speech is especially sensitive toward 

encryption in that, depending on the length of the 

transmitted package, pauses may arise due to latency 

of package encryption. 

Despite analogue scrambling, modern technologies suggest 

digital encryption as a stronger method of protecting real-

time data, where the kind of data under encryption in 

general does not matter.  



Peculiarities of IP Telephony 

In IP Telephony, transmitted packages are supposed to be 

small and independent  

 

Motivation 

 

 damage/loss of a package does not affect the overall 

communication due to separate processing 

This implies  
 

disjoint encryption/decryption of packages 



The joint work introduces an asymmetric streaming cipher 

to encrypt real-time data units produced by an analogue-to-

digital device.  

Another requirement 

 

The times for encryption/decryption are supposed to 

be small  

 to provide timeliness of the digital-to-analog 

conversion.  

 

For IP Telephony, pauses are allowed to not exceed 

several 10 milliseconds. 

Peculiarities of IP Telephony 



Issues in Real-Time Systems  Information and 

Communication Security 

Note that a little work has been done in the area of real-

time speech communication to provide a guaranteed level 

of cryptographic protection: large statistics of 

vulnerabilities in the area, due to:  

Data Leakage 

Intrusion of invisible ‘agents’ to the systems 

Side channel attacks  

Internal threats 

Data unauthorized access 

Data content/ integrity violation  
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On the other hand, embedding time and/or resource consuming 

security mechanisms inevitably slows down the system timely 

performance. As a result, protective mechanisms are mostly 

neglected or misused. 
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Issues in Real-Time Systems  Information and 

Communication Security 

Distributed control systems, where PKI is implemented, methods based 

on the Number theory (RSA, ECC) for information scrambling is 

applied. The stability of the systems lies on intractability of several 

trapdoor one way functions (TOWF), such as:  

 Integer factorisation 

 Discrete logarithm problem 

State of the art 



Meanwhile providing the required level of security, the above PKI 

schemes are not applicable in real-time domain, due to  

 significant latency in computations,  

 latent preliminary work in prime components’ generation.  

 iterated extended Euclidean algorithms for finding coprimes to  
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Issues in Real-Time Systems  Information and 

Communication Security 

  

As a result, Number theory based cryptographic algorithms are 

restricted to digital signatures and key exchange protocols.  

Saturation in developing Number theory based PKI algorithms! 



NEED for NEWER TOWFs 

To ensure 

 

 real-time computations 

 

 eliminate preliminary latent generation of  

  embedded components 

Designed over efficient algebraic structures  



Real-Time Streaming Mobile System  

Designated for real - time data (also speech) secure 

communication, designed at the Yerevan 

Telecommunication Research Institute. 

   



Real-Time Streaming Mobile System  
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Real-Time Streaming Mobile System, cont  

 Applicability in telephony network systems  

  

 Capability for reconfigurable settings for 

      - the required level of security, and 

      - guaranteed time of security.   

 

 Timely generation of key pair numerical components 

 Timely procedures for encryption/decryption 



Real-Time Streaming Encryption 

TOWF underlying the encryption method  

For the given matrix, the are infinite number of other 

matrices, whose product to the given matrix equals 0. 

The core notions are adopted from the paper of  

C.K. Wu and V. Varadharajan. “Public Key Cryptosystems Based 

on Boolean Permutations and Their Applications”, International 

Journal of Computer Mathematics, 1999. 



Real-Time Streaming Encryption 
(mathematical apparatus) 

  Embedding  

       - non commutative and  

       - non associative  algebraic structures to ensure the  

         cipher security 

 

 Whitening tools 

       - initial permutation 

       - session keys (not used in the authorized  

         decryption process)  

       - whitened public key components 

    Our Contribution 



Real-Time Streaming Encryption 
(mathematical apparatus) 

Specifics of the solution 

 TOWF based on the intractability of factoring 

matrices and inverting large nonlinear Boolean 

permutations, 

 Timely generation of the cryptographic key pairs 

 Timely procedures of encryption/decryption 

 Decryption faster than encryption 

Recall that  

 the product of matrices is not commutative, unlike integer 

factorization, also  

 inverting nonlinear Boolean functions is a hard problem 



Summary 

A device for real – time streaming encryption/decryption 

has been implemented, that is applicable in various levels of 

organizations: military, monetary, governmental, or 

business, where/when timely speech secure processing is 

required.  
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