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Hide and seek 

Why do we keep secrets? 

 secret = avoiding HARM 



Data Hiding on the Internet 

Steganography can hide 

secret messages inside 

digital objects 



Data Hiding on the Internet 

Secret messages are invisible to a casual observer 

More and more data 

More and more users 

…including 

TERRORISTS 



Steganalysis vs. Steganography 

Steganography is a 

tool for information 

support of terrorist 

activity 

STEGANALYSIS 



What Is Steganography? 

   Stenography?   
   (shorthand notation) 

   Stegosaurus ?   
   (type of dinosaur)  



What Is Steganography? 

Steganography is the art and 

science of writing hidden 

messages in such a way that 

no one … even realizes there 

is a hidden message  



What Is Steganography? 

Cryptography – “secret writing” 

Steganography - “covered writing” 

Easy to detect, 

Hard to decode 

Easy to decode, 

Hard to detect 



What Is Steganography? 

Transparent, but not virtual  

Virtual is when you think it’s there…  

…but it really isn’t.  
 

Transparent is when it’s really there…  

…but you just can’t see it. 

Steganography provides higher 

security than cryptography 



Steganography vs. Cryptography 

Steganography 

Cryptography 



Steganography hides a message inside another message 

and looks like a normal file. 

In case of cryptography an encrypted message looks 

like a meaningless jumble of symbols. 

cryptography steganography 

Steganography vs. Cryptography 

steganography is more secure 



Steganography + Cryptography 

Steganography and 

cryptography can help each 

other 

If we use Cryptography 

before Steganography, it will 

make our data even more 

secure. 



The History of Steganography 

Ancient Sumerians  

(IV – III millennium BC) 

Kingdom of Urartu  

(XIII - V centuries BC) 

Clay tablets found on 

the territory of 

Armenian highlands 



The History of Steganography 

The guard didn’t know about the secret message 

Ancient Greece – V century BC 



The History of Steganography 

Another steganographic method was to shave 

the head and tattoo a message on the scalp  

Once the hair grew 

back, the man could be 

sent to deliver the 

message 

To read the message the receiver 

simply had to shave the man’s head  



Who Can Know About  

Steganography Today? 

1,020,000 



How Big is the Problem? 

Number of available steganographic software 
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Conclusion 

 Steganography is an ancient art which has grown a lot  

    with Internet and digital media 

 Steganographic software is now available for public   

    and is easy to use 

 Steganography makes it possible to communicate      

    without being detected 



Conclusion 

Steganography cannot be  

only GOOD or only BAD 

GOOD BAD 



Summary 

For every clever method and tool developed 

to hide data, equal number of clever methods 

and tools are or will be developed to detect it. 

We just need to keep going faster and faster 




