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Modern Algebra in Cryptology 

Motivation 

 

 High efficiency 

 More and more sophisticated solutions in secret writing 

 Neofields’ based TOWFs 

     - distributive lattices, loops, quasigroups,... 

 Successfully implements equivalence relations and 

partial ordering in cryptology  

Answers   

• modern computing science and 

•  cryptographic needs 



Research outline 

Complexity of generating 

    highly nonlinear balanced 

    Boolean functions 

Cryptographic properties of     

    Generalized identities shaped as   

    Quasigroups 

 Generation of balanced Boolean  

    functions over  Quasigroups  
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Background on Boolean Functions 

 From the cryptographic view point 

Wide usage in the design of S-boxes, P-boxes and E-boxes  

Classes of Cryptographic Boolean functions 

 

 Secure, highly nonlinear 

 Weak, affine/linear 

Important details to know 

 Number of Boolean functions over 𝒏 variables 

 Number of affine/linear Boolean functions over 𝒏 

variables 



Among the implied characteristics, such as:  

Confusion 

Diffusion 

Avalanche effect 

Background on Boolean Functions 

Balancedness: does not reveal any additional 

information about the distribution of the input symbols 

(good countermeasure against side channel attacks) 

Nonlinearity:  

minHD (Boolean function, the closest affine function).     

From the cryptographic view point 



Background on Boolean Functions 
From the cryptographic view point 

Important details to know 

 

 Number of balanced Boolean functions over 𝒏 

variables 

 Number of nonlinear Boolean functions over 𝒏 

variables 

 Number of balanced nonlinear Boolean functions over 

𝒏 variables 

Affine Boolean functions are balanced! 

Application of the discrete Fourier (Walsh) transform to 

compute the Walsh spectrum for the Boolean function.   



Bent functions  [Dobbertin] 
 

exist for only even n  

 is a family of Boolean functions with maximum distance to the     

    set of affine functions. 

weight of bent functions can take two values: 

and 

not balanced 

Background on Boolean Functions 
From the cryptographic view point 



 

 

Dobbertin’s Construction  

Complexity of Constructing Highly Nonlinear Balanced 

Boolean Functions 

 Generate an arbitrary bent function and compute its ANF.   

The complexity of such computation is of an order  

Change 2n/2-1 bits for balancing the function values with inevitable 

loss of some degree of nonlinearity.  

Top 

Down 

approach 

Resource and time consuming operation 



 

 

Complexity of Constructing Highly Nonlinear Balanced 

Boolean Functions, cont 

To generate distinct collection of nonlinear balanced 

Boolean functions, check the collection for duplicates: 

For m number of Boolean functions  it makes 
𝑚
2

 number 

of XOR operations        

More over 

Much more preliminary work, thus not applicable for 

 real-time computations 



NEED for newer efficient method(s) 

for generating highly nonlinear 

balanced Boolean functions 

Suggestion: 

Apply the efficient apparatus of Modern Algebra, 

particularly, Generalized (Super) Identities.  

Motivation: 

• Highly nonlinear and balanced structures 

• Highly efficient in hardware/software 

implementation 



Generalized Identities Shaped as Quasigroups 

Recall that (Q,*) is a Quasogroup, if for every  

a*x=b 

y*a=b             

such that  

equations have a unique solution belonging to Q, 

i.e.  there exists    

The number of the elements within the set Q is the order of 

the Quasigroup. 



Generalized Identities 

 Shaped as Quasigroups 

Apart canonical definition, any Quasigroup is 
tantamount to an algebra endowed with three 

operations, as follows: 

 

 Given an operation A over a set Q.  

 For the set (Q, A) to be a Quasigroup, it is 

necessary and sufficient that there exist 2 more 

operations, namely, B and C, such that generalized 

(super) identities hold. 



Generalized Identities Shaped as Quasigroups 

for every 

The 4 generalized (super) identities necessary and 

sufficient for a set to be a Quasigroup.  



For more readability, one can replace the letters A, B, C with 

abstract operations: *, / and  \ , called conjugates or 

parastrophs.  

for every 

Generalized Identities Shaped as Quasigroups 

All the 3 operations are  

 mutually inverse, and  

 provide generalized permutations, and 

 attracting for secret writing  



Generalized Identities Shaped as Quasigroups 

Note, that the Quasigroup * operation presents 

the Cayley table, and this is of a great interest. 

The overall number of Quasigroups of order n is:   

This is a good premise to introduce a desired collection of  

 

• unique 

• balanced  

• nonlinear algebraic structures 



Cryptographic Features of Quasigroups 

Quasigroups implement generalized permutations 

Quasigroups are nonlinear balanced structures  

Inverting Quasigroups is a hard problem due to lack  

    of identity element  

Quasigroups are mapped into Boolean functions     



Quasigroups as Vector Valued Boolean Functions 

Introduce a bijection 

Represent  by the d-bit representation 

The binary operation * on Q can be seen as a vector valued 

operation, such that   *vv: {0,1}2d  
 {0,1}d defined as: 

where  are binary representations 

of a, b, c, respectively 



Quasigroups as Vector Valued Boolean Functions 

The ANF of the vector valued functions reflect the 

complexity of the Quasogroup via the degrees of 

Boolean functions.  

 

The degrees of the polynomials ANF(𝑓𝑖) rise with the 

order of the Quasigroup.  

 

In general, for a randomly generated Quasigroup of 

order 2d,  d ≥4, the degrees are ≥ 2.   
    



Generation of Nonlinear Balanced Boolean Functions 

over Quasigroups (Down Top Approach) 

Numerical Example: 

Given a Quasigroup 

Replacing the decimal values with a uniform binary encoding, we 

get: 

The latter is easily converted into truth tables 



Generation of Nonlinear Balanced Boolean Functions 

over Quasigroups (Down Top Approach), cont 

Obviously, the entries to the truth table are 

completed according to the  Quasigroup rows 

binary enumeration.  

Note that with 𝒏 bit  encoded Quasigroup 

elements, the length of an entry is 𝟐𝒏.  

The corresponding  Boolean functions’ 

values are completed by the terms 

located at the corresponding cross points. 

F.e.    010000  -> 010, etc. 

For n=6 variables the number of distinct Quasigroups is of an order 

266 . 



Generation of Nonlinear Balanced Boolean Functions 

over Quasigroups (Down Top Approach), cont 

Lemma: A Quasigroup (Q,*) of order 2𝑑 , 𝑑 >  2, forms a 

collection of nonlinear balanced Boolean functions with  

                                        

                                   wH ( f ) =2 d - 1 .   



Conclusion 

Algebraic generation of highly nonlinear balanced Boolean 

functions is a computationally hard problem. 

 

Modern algebraic structures implementing generalized identities, 

such as Quasigroups, may serve as an efficient apparatus to 

generate the required collection of highly nonlinear balanced 

Boolean functions. 
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